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Bcrynnenue

Bnarogapum Bac 3a nokynky iStorage datashur, annapatHbiii undposaHHbI USB
dnaw-anck ¢ PIN-kogom.

iStorage datashur - 570 6e30nacHbii1, NPOCTON B NCMONb30BaHUM 1 AOCTYMHbIN
USB HakonwuTenb ¢ goctynom no PIN-koay 1 AES 256-6UTHbIM annapaTHbIM Widpo-
BaHMeM BOeHHOro Knacca. Datashur BKouaeT B ceb6a akKyMynATOp NO3BONAOLMIA
nosb3oBaTenio BBeCTH 7-15- 3HauHbIii PIN-Kof Ha BCTpOeHHO KnaBuaType 0
nopkntoYeHra gucka Kk nopty USB. Bce faHHble NepeAaloTca B 3anNppoBaHHOM
BUAE B peXMMe peasibHOro BpeMeHU CO BCTPOEHHbIM anmnapaTtHbIM WrppoBa-
HVEM CMCTEMbI 11 3aLUMLLEHbI OT HECAHKLIMOHVMPOBAHHOTO AOCTYNa UKW eCiin Ball
iStorage datashur notepsaH vnu ykpageH. Datashur aBTomaTnueckn 6nokmpyetca
npw OTKNIOYEHUN OT KOMMbloTepa Ui BbiktoyeHn USB nopra.

B Datashur MOTYT CO3aBaTbCA KaK NONb30BaTeIbCKNE, TakK N aAMUHNCTPaTOpCKue
PIN-Kogpbl, YTO AlenaeT ero y,q06HbIM ANA NCNOoNb30BaHMA B Pa3fINyHbIX KOpriopa-
TWBHbIX Lenax.

Tak Kak iStorage datashur pa36nokupyeTca ¢ KnaBuaTypbl Ha KOpryce yCTpoMCTBa,
a He C KOMMbIOTEPHON KNaBMaTypbl, 3TO AeNaeT HEBO3MOXHbIM aTakv OCHOBaHHbIE

Ha NPOrpamMHbIX UK annapaTtHbIx key-loggers nnu ataku nepe6opom.

NPEAYNPEXAEHUNE

Datashur noctansetcs ¢ PIN no ymonuaHuio
1 xo1A PIN-KOZ No yMonyaHuo MOXeT ObITb 1CMONIb30BaH Cpasy e,

Mo COobpakeHNAM 6e30MacHOCTH, Mbl HACTOATENIbHO PEKOMEHAYEM,
n3meHmnTb PIN-Kof nonb3oBaTens, cnegya MHCTPYKUMAM B pasgene
Ne2 «Kak nsmenutb PIN-Kog nonb3oBatens»
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1. LED nnpukaropbl

LED (namnouka) AKTUBHOCTb Kakune geiicTBuA BbINONHAITCA

Bce namnoukn BbiknioueHbl YcTponcTBO 3a6N0KMPOBaHO — BCA
nHpopmauus 3awrdpposaHa

3eneHbiii Mwraet YcTpoiicTBO pa3brioKMPOBaHO 1 FOTOBO
K MCMOSIb30BaHUI0

3eneHblit HenpepbiBHO YcTpoiictBo nogkntoyeHo k USB nopty

CrHuiA HenpepbiBHO YCTPOMCTBO NOAKIIIOUEHO K KOMMblOTe-
PY V1 HAXOAWTCA B PeXMME OXMAAHNA

CuHum Mwraet O6MeH faHHbIMK C KOMMbIOTEPOM

KpacHblia Mwraet YcTpoincTBO 3a6N0KMPOBaHO — BCA
nHpopmauws 3awrdpposaHa

KpacHbiit HenpepbiBHO HeT co3paHHbix PIN-Kofj0B nonb3o-
BaTens

KpacHbliii 1 Mwratot BMmecTe | MoaTteepxpaeHune Beoga PIN-koga

3e/eHbli nonb3oBaTtensa

KpacHbi 1 MwratoT MNMonTeBepxaeHuve BBoga PIN-kopa

3eeHblin ABaXAbl aAMUHUCTPaTopa

KpacHbiii n HenpepbiBHO YcTponcTBo npuHaAno Hosbin PIN-kKoa

3eneHbln

KpacHbliii 1 MwratoT no Ownbka

3e/1eHbIn ouepeau

MpumeyaHnue:

Ecnu He ykazaHo uHoe, ece delicmeus daHHou MHCTPYKLIMN
8bINOJTHAIOMCA NPU He NOOK/TIOYEHHOM K KOMNblomepy ycmpoticmee.
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2. Kak namenntb PIN-kog nonb3oBaTensa

NPEAYNPEXAEHUE

Ecnu Bbl 3a6binu cBoii PIN-Kog nonb3osatens, a PIN-koa agMuHu-

CTpaTopa He CyLecTByeT, Wiu Bbl 3a6buin 06a PIN-kopga, Bce gaHHble
6yAyT HE[AOCTYMHbI.

Tpe6oBaHus K PIN-kopy:

« JlonxeH 6biTb 7-15 Lndp

« He pomkeH copepaTb MOBTOPALLLMXCA Ldp unm 6yKB, HaNnpumep,
(3-3-3-3-3-3-3)

+ He pomxeH copepxaTtb nocnefoBaTebHbIX Ldp Unm 6yKks, Hanpumep,
(1-2-3-4-5-6-7), (7-8-9-0-1-2-3-4-5-6), (7-6-5-4-3-2-1).

[AeiictBue WHavkaymna namnoyek

1. Haxmunte KHOMKY KpacHblii 1 3eneHblil MUraioT BMecTe

2.BBenute PIN-nonb3oBatena ana | 3eneHblil Muraet
pPa36noKNPOBKM YCTPOWCTBA U
3aTem HaxmuTe

3. Haxkmute KHOMKY 1 KpacHblii 1 3ei1eHbli NOCTOAHHO
yaepxuTe 3 ceKyHAbl

4. Beegute HoBbI PIN-kop KpacHbliii 1 3eneHbli 3aropatca
nonb3oBaTtens

5. Haxxmute KHOMKY KpacHbliii 1 3eneHblil MuraloT BMecTe
6. [loBTOpPHO BBEAWTE HOBBbIN KpacHblii 1 3eneHblil MUratoT BMecTe

PIN-kog nonb3oBaTens

7. Haxmute KHOMKY 3eneHblii MyraeT, eciv nepsas 1 BTopas
napa BBeAeHa.

KpacHblii 1 3eneHbli MyraeT nornepemen-
HO, ecniv ownbKa seoga PIN-Kopa.

Ecnu KpacHbIl 1 3eneHbli MuraeT noove-
peaHo, HauHKTe CHoBa C Lwara N°3

Mpumeyarue:
Ecnu owubka 6b11a donyuweHa npu onpedeneHuu Ho8ozo PIN-koda unu
npouedypa He bbi1a 3asepuieHa, ycmpoticmeo coxpaHum cmapeiti PIN-koo.
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3. Kak cospaTtb HoBbin PIN-Kog

noJsibsoBaTesiA

HoBbin Kntou WdpoBaHNA co3[aeTca aBTOMaTUYECKM NPU cledytowmx o6cTos-

TenbcTBax:

« Mocne obHapy»KeHWA MOMNbITKY B37I0OMa, 66110 10 NOCNeaoBaTENbHBIX HEYAAUHbIX
NOMbITOK, YTOGbI Pa3610KMPOBaTb YCTPOWCTBO.
+ YCTPOMCTBO 6bIN10 «COPOLLIEHO» BPYUHYIO (CM. pa3gen 9).

B Takom criyuae Heo6xoAMMO yCTaHOBUTb HOBbI PIN-Koa nonb3oBatens, cneays

WNHCTPYKUMAM HUXKE.

Tpe6oBaHus k PIN-koay nonb3oBarens:

« lonxeH 6biTb 7-15 Lndp

« He pomxeH copeprkatb nosTopAoWmUxca unudp nnv 6yks, Hanprumep,

(3-3-3-3-3-3-3)

« He fomkeH coaepxatb nocnepoBatenbHbIX Lndp nnm 6yks, Hanpumep,
(1-2-3-4-5-6-7), (7-8-9-0-1-2-3-4-5-6), (7-6-5-4-3-2-1).

JeiicTBue

UHpukaumva namnoyek

1. Haxxmute KHOMKY U yaepxuTe
3 ceKyHAbl

KpacHblii 1 3eneHblii 3aropaTca

2. Beegute HoBbIl PIN-KoA nonb3o-
Batens

KpacHbIi 1 3eneHbli ropAT

3. HaxkmuTe

KHOMKY

KpacHbliii 1 3eneHblit MuraioT BMecTe

4. MosTopHO BBeAuTe HOBbIN PIN-Koa
nonb3oBatens

KpacHblii 1 3eneHblit MyraioT BMecTe

5. Haxxmute KHOMKY

3eneHblii MUraeT, ecnv nepsas u
BTOpas napa BBefeHa.

KpacHblii 1 3eneHbli Muraet nonepe-
MEHHO, ecnvi owwnbKa BBoda PIN-koga.
Ecnun KpacHbiii 1 3eneHblii cBeToAnO-
[ibl MUTraloT NOOYEPEAHO, HauYHNUTe
cHoBa cwara 1

Mpumeyarue: PIN-ko0 nosib3os8amesns moxem 6bime onpedesieH Mosbko mozod, Kozda
KpacHbiti ceemoduod 2o0pum 8 NOCMOAHHOM COCMOAHUU UJIU U3MeHAemc#, K020a 3eneHbili
c8emoouod muzaem (pazbnokuposaHHeili). Hu lMonesosamens, Hu AOmuHucmpamopa PIN-
KOObI He Mo2ym 6bimb c030aHbl 8 MO 8peMs, K020a OUCK NOOK/TIOYEH K KOMNblomepy.
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4. Kak pa3610oKnupoBaTtb YCTPONCTBO
c nomouwbto PIN-koga nonb3oBarens

Kak Tonbko nonb3oatenb co3pan PIN-Koa, Bce AaHHble, XpaHaLmeca Ha IStorage
datashur cTaHoBATCA cpasy e 3alPpPOBaHHBIMU Ha annapaTHom yposHe AES
256-6uT CBC cneuymndukaumm. Yto6bl NonyunTb AOCTYN K fAHHBIM, XPaHALMMCA
Ha AMCKe, HeO6XOAMMO CHauasna pPa3boKMPOBaTh MPMBOJ C MOMOLLbIO BaLLEro

nonb3oBatenbckoro PIN-kopa.

JeiicTBue

NHAauKaums namnoyex

1. Haxkmute

KHOTMKY

KpacHbliii 1 3eneHblit MuraioT BMecTe

2. Beenute PIN-koa nonb3oBaTens

KpacHblii 1 3eneHbiin npofoxaoT
MuraTb BMecTe

3. Haxmure KHOMKY

3eneHblii MyraeT, ecin nNonb3oBaTesb
BBeN npaBuibHbIn PIN-Koa.

KpacHblii MviraeT, ecniv nonb3oaTtesnb
BBEN HenpaBubHbIN PIN-Koa.

Ecnun KpacHbiii 1 3eneHblii cBeToAno-
[ibl MUTaloT nooyepeHo, HauHUTe
CHoBa C wara Ne1.

4. BctabrTe iStorage datashur 8 USB
nopt

3eneHblii 6yAeT ropeTb MOCTOAHHO,
CUHWI 3aropuTCa 1 MUTHET

Mpumeyanue:

Mocne pazbnokuposaxus 3eneHbili ceemoouod 6ydem mueams 8 meyerue 30 ceKyHO, 8
meyeHue KOMopbIX ycmpolcmao 00KHO bbimb NoOKO4eHO K nopmy USB. Eciiu coedute-
Hue He 06HapyxeHo 8 me4eHue 30 cekyHO, ycmpolcmeo 3abs10Kupyemcs u 8am npudemcs

Hayame npoyecc p£136ITOKUp08KU CHoea.

5. Kak 3a6nokupoBatb iStorage datashur

iStorage datashur aBTomaTnueckun 6510KMpyeTCa C MOMEHTa U3bATYA YCTPOCTBA 13
USB nopra. MiHpopmauus Ha ycTpoiicTBe 3abroKnpoBaHa v 3awmndposaHa.
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6. Kak co3pgatb PIN-kog apmuHncrpatopa

PIN-Kof aiMMHUCTpaTOpPa ABNAETCA NONE3HON GYHKLMeR ANA KOPNOPaTUBHOTO
MCMNONb30BaHWsA, Hanpumep:

« BocctaHOBREHMe faHHbIX C yCTPONCTBA U HacTPOKn Hosoro PIN-koaa nonb3oBa-
Tens B clyyae paboTHUK 3abbin ceoit PIN-koa

« MonyyeHvie faHHbIX C AUCKA, €CNIV COTPYAHMK YXOAUT 13 KOMMAHMM

NPEAYNPEXAEHUNE

Beop PIN-koga AgMuHMCTpaTopa At AOCTYNa K 3a6/10KMPOoBaHHOMY
OVCKY NPUBEAET K yaaneHuto nonb3oBatenbckoro PIN-kopa. Ecnn
nosib3oBatesib 3a6bui cBoii PIN-Kof, 4OCTYN K €ro ANCKY BOCCTaHaB-

NBAETCA MOCPefCTBOM onpeaeneHns HoBoro Monb3oBaTesibCKoro
PIN-kopa. M3 coobpaxeHuin 6e30nacHOCTY, Mbl HACTOATENIBHO PEeKO-
MeHZyeM, YTobbl HOBbIV Nosib3oBaTenbckuii PIN-koaa 6bin cozgaH
Cpasy, Kak TONbKO ANCK 6bin pa3bnokmpoBaH npy nomoly PIN-koga
AAMUHUCTpaTopa.

Tpe6osaHus K PIN-koay agmuHmncTparopa:

« lonxeH 6biTb 7-15 Lndp

« He pomxeH copepkatb noBTopAWmUxca unudp nnv 6yks, Hanprmep,
(3-3-3-3-3-3-3)

« He pomxeH copep»kaTb nocnepoBatenbHbix Lnudp unv 6yKs, Hanprmep,
(1-2-3-4-5-6-7), (7-8-9-0-1-2-3-4-5-6), (7-6-5-4-3-2-1).

Mpw 3anycke ecnm guck 6bin BOCCTaHOBNEHHbIM Uk Gbin 06Hapy»eH B3NOM (T.e.
He cywecTByeT [Nonb3osatena PIN-koga nnvn AgpmunHmnctpatopa PIN-koga), npu-
Be[JEHHbIM HVXe VHCTPYKLMAM MOXHO criepoBatb. Ecnv PIN-kop Monb3osatena
yxe cyujectByer, datashur fomxeH 6biTb cHauyana pa36roKMpPOBaH NP MOMOLM
Monb3oBatenbckoro PIN-Kopa, cnepya MHCTPYKUMAM B pasgene 4, nepef 1em, Kak
6ypet co3paH PIN-Kog AAMMHUCTPATOPA, Crieflya MHCTPYKLVAM HIXe.
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JeiicTBue UHgukayma namnoyek
1. Haxxkmure HOMKY ABa<abl KpacHblI 1 3eneHbli MUratot oguH

N yaepusaiTe ee 3 ceKyH/ibl Ha
BTOPOM HaxaTuu

pas, 3aTemMm OCTaloTCA ropeTb

2. Beenute HoBbili PIN-Kog AoMnHu-
cTpaTtopa

KpacHbliii 1 3eneHbli cBeTATCA

3. HaxkmuTe

KHOMKY

KpacHblii 1 3eneHbiin iBONHOE
MUraHve

4. MosTopHO BBeAuTe HOBbIN PIN-KoA
AOMUHMCTpaTopa

KpacHbliii 1 3eneHblin npofosxKaT
[BOHOE MUraHne

5. Haxmute

KHOMKY

3eneHblii ABa pa3a Muraert, eciv nep-
BaA 1 BTOpas 3anu1cb NpaBusibHas.
KpacHblii 1 3eneHbli MUratoT no-
nepemMeHHo, TO 3TO oWn6Ka BBOAA
PIN-kopa.

Ecnu KpacHbii 1 3eneHblin cBeTogmo-
Abl MVTalOT NOOYEPEAHO, HAUHUTE
cHoBa c wara Ne1.

PI/ICyHOK 1 nokasblBaeT XxapaKTepPUCTUKM 3eIeHOr0 MUraloLLero OroHbKa, Koraa Auck 6bin1

OTKPbIT B peXXUMe NoNb30BaTeNIA N0 CPAaBHEHNIO C PEXUMOM agMUHUCTPATOpa.

Bxn. Bkn.
OpuHouHoe ’ ‘
MuraHne

Bbikn.

Bxn. Bxn. Bx. Bin.
[lBoitHoe
MuraHne

Bbikn. Bbikn. Bbikn..

PucyHok 1: Mone3osamensckuti Pexxum uHoukayuu namnoyku (LED) no cpasHeHuto
¢ AOMUHUCMPAMOpPCKUM Pexumom yosausaem muzaHue
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PuricyHOK 2 nokasbiBaeT pasHULly MEXAy HaXaTem Knasuwm KHOMKM, YTo6bl 33aaTb
PIN-KoA Nonb30BaTeNA B OTANYME OT HACTPOEK AAMUHNCTPATOPA.

3 ceKyHAb!
Monb3oBarenb
3 ceKyHabl —————)
AAMUHUCTpaTOp
<>
1/4 cekyHapbl

PucyHok 2: Kmiouesoli 8xo0 0114 8bi60pa pexuma lonb3osamens/AdMuHUCmpamop

7. Kak pa36nokupoBaTtb C TOMOLLbIO
PIN-kopa AaMmuHuncrpartopa

NMPEAYNPEXAEHUE

Beop PIN-Koaa agMuHUCTpaTopa Ansa pa3tioKkMpoBaHus Ancka
npueeget K copocy nonb3osatens PIN-koga. Hosbiii PIN-kog

Monb3osatena JOJIXKEH BblTb co3paH cpasy e, Kak TONbKO ANCK
6bIn Pa3bnoKMpoBaH ¢ ncnonb3osaHnem PIN-koga agmmHucTpaTopa.

[AeiicTBne WHavkayma namnoyek

1. Haxkmute KHOMKyY fiBa pasa KpacHblIii 1 3eneHblit MUraioT yABOeH-
noapaa (Noxoxe Ha ABOMHOMN WeNYoK | Ho BMecTe (puc. 1, Ha cmp. 10)
MbiLLW)

2. Beepute PIN-kog AaMuHucTpatopa | KpacHbiii 1 3eneHblii npogonKaoT
MuraTb BMecTe
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3. HaxxmuTte KHOMKY 3eneHblii ABa pasa MUraeT, ecnn agMu-
HUCTpaTop BBEN NpaBubHbIN PIN-Koa.
KpacHblii 6yaeT muraTb, eCnv HeBep-
HbIi PIN-Kog 6b11 BBEZEH.

Ecnu KpacHbii 1 3eneHbiii cBeTogmo-
[ibl MUTaloT nooyepeHo, HauHUTe
cHoBa C wara Ne1.

4. BcTaBbre IStorage datashur B 3eneHblii GyaeT ropeTb NOCTOAHHO,
USB-nopt B TeueHune 30 cekyHA CUHWI 3aropuTCa Y MUTHET
Mpumeyanue:

Mocne pasbnokuposaHus 3eseHbilti ceemoduod 6ydem muzame 8 meyerue 30 cekyHO, 8
meyeHue KomopbIx ycmpouicmao 00IKHO 6bimb NoOKMo4eHo K nopmy USB. Ecnu coeduHe-
Hue He 06HapyxeHo 8 meyeHue 30 cekyHO, ycmpolicmeo 3a6/10Kupyemcs u 8am npudemcs
HaYame Npoyecc pasbIoKUPOBKU CHOBA.

8. Kak nusmenuntb PIN-kog agmmnHucrparopa

NMPEAYNPEXAEHUNE

M3meHeHmne PIN-kopa agmmHucTpaTopa npuseget K copocy PIN-kopa
nonb3oBatend. Hosbi PIN-kog nonb3osatens JOJIPKEH BblTb co3-

[aH cpasy Xe, Kak Toibko PIN-Koa agMuHMcTpaTopa 6bi1 U3MEHEH.

Tpe6oBaHus k PIN-kogy

« [lonxeH 6bITb B Npegenax ot 7-15 undp

+ He ponxeH copepxaTtb noBTOpALWLMXCA Udp unm 6yKB, HaNnpumep
(3-3-3-3-3-3-3)

« He ponxeH copepxaTtb nocnegoBatesibHble LMdpbl Ui 6yKsbl, HaNPUMep
(1-2-3-4-5-6-7), (7-8-9-0-1-2-3-4-5-6), (7-6-5-4-3-2-1)

Mocne Toro, Kak PIN-kog agMuHK1CcTpaTopa 6bin co3faH, datashur gonxHa 6biTb
pa3broKnpoBaHa afMMHUCTPATOPOM, YTOObI 3MeHUTb PIN-Kog agMrHMCTpaTo-
pa. PIN-kof afMMHMCTpaTOpa He MOXET ObITb M3MEHEH 113 MONb30BaTENIbCKOrO
pexuma.

12
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JeiicTtBue UHgukayma namnoyek
1. Haxmute HOMKY ABa pa3a KpacHbIii 1 3eneHblil BMecTe Muraiot

noapAag (Noxoxe Ha [BONHON LeNYoK
MblLLN)

nBa pasa (puc. 2, Hacmp. 11)

2. Beepute PIN-Kkog agmMuHUCTpaTopa

KpacHbliii 1 3eneHbli cBeTATCA

3. HaxkmuTte

KHOMKY

3eneHblin BABOWHE 3aMUraeT, ecimn
aAMUHUCTPATOP BBES NPaBUbHbI
PIN- kog.

KpacHblii 6yfeT muratb, ecnv BBefieH
HesepHbI PIN -kopa.

4. Haxmnte KHOMKY ABaXAbl
YAEpPXUBas 3 CEKyH[bl Ha BTOPOM
HakaTum

KpacHblii 1 3eneHbil 6yayT ropeTb

5.0tnyctute

KHOMKY

KpacHbii1 1 3eneHbii 3amurarot 4ga
pas3a, a 3aTem GyayT ropetb

6. BBenute xenatenbHbini PIN-koa
aAMUHUCTpaTopa

KpacHbI 1 3eneHbli cBeTATCA

7. Haxmute

KHOMKY

KpacHblii 1 3eneHbii fBONHOE
MUraHve

8. MoBTOpHO BBeAnTe HOBbIN PIN-KOZ
agMUHUCTpaTopa

KpacHblii 1 3eneHbiin npofoskaoT
OBOVIHOE MUraHune

9. HaxxmuTte

KHOMKY

3eneHblii iBa pasa MUraert, eciu
nepsbii 1 BTopoit PIN-koa BefeH
npaBuIbHO.

KpacHblii 1 3eneHblii MyratoT nonepe-
MEHHO, ec/ni 6bina owrbKa BBOAA
PIN-kopa.

Ecnu KpacHble 1 3eneHble CBETOANOADI
MWraioT NooYepeaHo, HauyHNTe CHOBa
c wara N°4.
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9. Kak BbINOMIHNTD «C6POC» YCTPONCTBA

B cnyuae, ecnv 06a PIN-Kofia agMUHMCTPaTopa U Nosib3oBaTens 6biin 3a6biTbl MW,
€CNN Bbl XOTUTE YAANNTb BCe JaHHble, XPaHALLMECA Ha ANCKe, U CO3AaTb HoBble PIN-
KOAbl MO/b30BATENA 1 aAMUHUCTPATOPA, CIefyNTe MHCTPYKLMAM HIXKeE.

Mpouecc cbpoca ounctnt Bce PIN-Koabl 1 Kntoum windpoBaHua. 3To 03HaYaeT, YTo
HOBbI PIN-Kof nonb3oBatens gomkeH 6biTb onpeaeneH AnsA Toro, YTobbl CHOBA
BKJIIOUNTb AUCK. KpOMe TOro, MOCKOMbKY 3TO BbI30OBET CO3[jaH1e HOBOTO Killoya
wrdpoBaHua, AUCK Npugetca nepedbopmaTmpoBaTh.

MPEAYNPEXAEHUE
Cbpoc Datashur caenaet Bce faHHble Ha AUCKE HEJOCTYMHbIMU

HaBceraa.

JeiicTBue

UHauKauma namnoyek

1. Haxxmunte KHOMKY ABaXAbl C
nay3oM B 2 CeKYHAbl MEXAY HMK,
4TO6bI 3aMyCTUTL ANCK

KpacHblin Muraet

2. HaxkmuTe 1 yaepxusaire n«2»
KHOMKM BMecTe Ha 3 CeKyH[ibl

KpacHblii 1 3eneHblil CBeTATCA BMeCTe

3. OTnycTrTE KHOMKM

KpacHblii 1 3eneHblii MUraloT OfHO-
BPEMEHHO

4. Beepute «9-9-9»

KpacHblii 1 3eneHblii MUraloT ofHO-
BPEMEHHO

5. Haxmute KHOMKY

O6a cBeToAMOAa NoracHyT

6. Haxxmunte KHOIMKY ele pa3

KpacHblii ropuT NOCTOAHHO
(Yka3sbiBaeT, uto PIN-Koa nonb3oBa-
TenA [O/MKeH OblTb YCTaHOBNEH O
1CNoNb30BaHuA,

cm. pazden N°3. «Kak co30ame HO8bIl
PIN-k00 nonv3osamens»)
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Yacto 3apaBaemble BOn POCbi

1. Kak oTKpbITb YCTPOIICTBO, ecnu 6aTapes cena
Bauw IStorage datashur nocTaBnseTcs co BCTPOEHHOW akKyMynATOpHoil b6aTapeeit. Ecnu akky-
MYNATOP NOMTHOCTbIO Pa3pskeH, Bbl BCE PaBHO MOXETe MPOJO/KaTb UCMONb30BaTh MPOAYKT,
cneflyl MHCTPYKLMAM HIDKe:

1. Moakntouurte IStorage datashur k nopty USB Ha nto6om Komnbtotepe

2. Moka datashur nogkntoueH Kk komnblotepy, BeeauTe PIN-kog Monb3osatens unvm AAMUHN-
cTpaTopa A pas6noKMpoBaHUA yCTPOCTBa

3. B 10 Bpems, Koraa yCTpoicTBo NoaKoueHo kK USB-NopTy, BCTPOEHHbI akkyMynaTop bynet
aBTOMaTUYECKM 3apAXaTbCA. Mbl peKOMeHyeM iepXaTb YCTPOWCTBO, MOAKIIOUEHHBIM B
TeueHue 1 yaca AnA NoHOM 3apAgKM GaTapen.

2. Bbi 3a6binu cBoin PIN-KOJ,
Ecnu Bbl 3a6binn PIN-koabl Monb3osatena n AAMUHUCTPATOPa, HET abCOMIOTHO HUKAKON BO3-
MOXHOCTMN NONYYNTb AOCTYN K JaHHBIM, XPaHALLMMCA Ha ANCKE, MOTOMY YTO CEKPETHbIN Kop,
oTcyTCTBYeT. Bbl MOXKETe NpofjonxaTh NOBTOPHOE MCronb3oBaHue IStorage datashur, copocns
PIN-kop, ofHako, ilenas 370, BCe AaHHble, XpaHALMecs Ha AnCKe, byayT HefoCTyNHbI. YTobbI
copocnTb PIN-Kop, cneayite MHCTPYKLUMAM B pasgene 9. Kak TonbKo 3To byaeT caenaHo, nponc-
XO[WT crieayiolliee:

+ HoBbli Kntoy WndposaHna byaeTt cospaH

« PIN-kopbl [Monb3oBatens n AgMmnHucTpaTtopa GyayT yaaneHs!

« Bce cywjecTsytowme faHHble 6ynyT He[OCTYMHbI

« HoBbl PIN-koa Monb3oBatens fomkeH ObiTb yCTaHOBEH

+ YCTPOMCTBO JOMKHO ObITb NepedopmaTnpoBaHHO

3. Brute Force Hack 3awjuTHbIil M@XaHN3M
Mocne 10 nocnepoBaTenbHbIX HeyAauHbIX NonbIToK BBoAa PIN-Koga, npouncxonut cnepyoujee:

+ HoBblIi Kntoy WndposaHna byaeTt cospaH

« PIN-kopbl [Monb3oBatens n AgMmnHucTpaTtopa GyayT yaaneHs!

« Bce cyujecTBytolme faHHble byayT HEJOCTYMHbI

« HoBbl PIN-kopa Monb3oBatens fomxeH 6biTb yCTaHOBMEH

+ YCTPOMCTBO [OMKHO 6biTb NepedopmaTUpoBaHHO
IStorage datashur, B oTinuve ot Apyryx NoAo6HbIX YCTPONCTB, UMEET NpefBapuTeNibHoe
HeorpaHyyeHHOe KONNYeCTBO CyYaliHO CreHepUpPOBaHHbIX Ktouel WindposaHua. Kaxablii pas,
Koraa B3niom byaeT obHapyxeH (T.e. HenpasunbHbIN PIN-koa BBOAWTCA B 06LLeit CloXHOCT 10
pas noApAaa), TeKyLWMit Koy uMdPoBaHUA yaAanaeTca no npuymnHe ciyyaiHoro GopmupoBaHna
HOBOTO K/toua WindpoBaHnA. HoBbI 256-6UTHBbIN KoY WNdPOBaHNA CO3AAETCA OANH pas, ecin
PIN-kop Monb3oBaTens ycnewHo yctaHoBseH. M3-3a atoro IStorage datashur gonkeH 6biTb oT-
dopmaTMPOBaHHbIM Kax/Iblil a3 Nocsie TOro, Kak 3alUTHbI MexaH13M cpabaTbiBaeT.
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Introduction

Thank you for purchasing the iStorage datashur, a PIN activated, hardware
encrypted USB flash drive.

The iStorage datashur uses military grade AES 256-bit hardware encryption,
which encrypts all data stored on the drive in real-time. The datashur requires

no software and is OS and host independent. The datashur incorporates a
rechargeable battery allowing the customer to enter a 7-15 digit PIN (Personal
Identification Number) onto the on-board keypad before connecting the drive
to the USB port. Should the drive be lost or stolen, the user can rest assured that
all data held on the datashur is safe and cannot be accessed by any unauthorised
person.

The datashur can be created with both User and Admin PINs, making it perfect for
corporate and government deployment.

As the iStorage datashur is unlocked with the on-board keypad and not with the
keyboard, it is not vulnerable to software/hardware based key-loggers or brute
force attacks.

CAUTION

The datashur is shipped with a default User PIN of [E&=1-1-2-2-3-3-4-4
and although it can be used straight out of the box with the

default PIN, for security reasons, we highly recommend that a new
User PIN be created immediately by following instructions under
heading #2 «How to change User PIN».

18




ce0@(

iStorage datashur - User Guide iStor‘age
1.LED indicators

LED (lamp) Activity Action being performed

All LEDs off Drive is locked and secure - all data is
encrypted

Green Blink Drive is unlocked and ready for use

Green Solid Drive connected to powered USB port

Blue Solid Drive connected to host computer and
isidle

Blue Blink Data exchange with host computer

Red Blink Drive is locked and secure - all data is
encrypted

Red Constantly on No User PIN created

Red and Green Blink together Accepting User PIN input

Red and Green Double blink Accepting Admin PIN input

Red and Green Constantly lit Drive is accepting new PIN

Red and Green Blink Error

alternately
Note:

Unless othierwise noted, all INSTRUCTION steps are performed when datashur Is not
connected to a computer
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2. How to change User PIN

CAUTION
If you forget your User PIN and no Admin PIN exists, or you forget

both PINs, all data will be inaccessible.

PIN requirements:

« Must be between 7-15 digits in length

« Must not contain repeating numbers/letters, e.g., (3-3-3-3-3-3-3)
« Must not contain sequential numbers/letters, e.g., (1-2-3-4-5-6-7),
(7-8-9-0-1-2-3-4-5-6), (7-6-5-4-3-2-1)

Instruction Led activity

1. Press button Red and Green LEDs blink together

2. Enter user PIN to unlock drive Green blink

and press

3. Press and hold button Red and Green will illuminate together
for 3 seconds

4. Enter new User PIN Red and Green illuminated

5. Press button Red and Green blink in unison

6. Re-enter new User PIN Red and Green blink in unison

7. Press button Green blink if 1°tand 2" entries match

Red and Green blink alternately if PIN
entry error If Red and Green LEDs blink
alternately, restart from step #3

Note:
If a mistake was made while defining a new PIN or the procedure was not completed,
the drive will retain the old PIN.
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3. How to create a new User PIN

A new encryption key is automatically created under the following circumstances:
- After hacking detection has been triggered by 10 successive failed attempts

to unlock.

« Drive has been manually reset (see heading #9).

When either of the above two scenarios occur, it will be necessary to set a new
User PIN by following the instructions below.

User PIN requirements:

« Must be between 7-15 digits in length

« Must not contain repeating numbers/letters, e.g., (3-3-3-3-3-3-3)
« Must not contain sequential numbers/letters, e.g., (1-2-3-4-5-6-7),
(7-8-9-0-1-2-3-4-5-6), (7-6-5-4-3-2-1)

Instruction Led activity

1. Press and hold button for Red and Green will illuminate

3 seconds

2. Enter a new User PIN Red and Green illuminated

3. Press button Red and Green blink in unison

4. Re-enter new User PIN Red and Green blink in unison

5. Press button Green blink if 1**and 2" entries match
Red and Green blink alternately if PIN
entry error If Red and Green LEDs blink
alternately, restart from step #1

Note: A user PIN can only be defined when the red LED is lit in a constant state or changed
when the green LED is blinking (unlocked). Neither User nor Admin PINs can be created
while drive is connected to a host computer.
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4, How to unlock drive with User PIN

Once the User PIN is created, all data stored on the iStorage datashur is encrypted,
in hardware, to the AES 256-bit CBC specification. In order to access the data
stored on the drive, you must first unlock the drive with your User PIN.

Instruction

Led activity

1. Press button

Red and Green will blink together

2. Enter the User PIN

Red and Green will continue to blink
together

3. Press button

Green will blink if user entered correct
PIN Red will blink if incorrect PIN was
entered. If Red and Green LEDs blink
alternately, restart from Step #1

4. Insert iStorage datashur into USB
port

Green LED will illuminate in constant
state Blue will illuminate and flicker

Note:

Once unlocked, the Green LED will blink for 30 seconds, within which time the drive needs to
be connected to the USB port. If no connection is detected within 30 seconds, the drive will lock
and you will need to start the process of unlocking again.

5. How to lock the iStorage datashur

The iStorage datashur automatically locks when unplugged from the host
computer or power to the USB port is turned off. Data is kept locked using AES

256-bit CBC encryption.
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6. How to create an Admin PIN

An Admin PIN is a useful feature for corporate deployment, for example:

« Recovering data from a drive and configuring a new User PIN in the event an
employee has forgotten their PIN

« Retrieving data from a drive if an employee leaves the company

CAUTION

Entering the Admin PIN to access a locked drive will clear the User
PIN. If a user forgets their PIN, access to their drive is regained by

defining a new user PIN. For security reasons, we highly recommend
that a new User PIN be created immediately once the drive has been
unlocked using the Admin PIN.

Admin PIN requirements:

« Must be between 7-15 digits in length

« Must not contain repeating numbers/letters, e.g., (3-3-3-3-3-3-3)
« Must not contain sequential numbers/letters, e.g., (1-2-3-4-5-6-7),
(7-8-9-0-1-2-3-4-5-6), (7-6-5-4-3-2-1)

If the drive has been reset or hacking detection has been triggered (i.e., no

User or Admin PIN exist), the instructions below can be followed. If a User PIN
already exists, the datashur must be unlocked first with the user PIN by following
instructions under heading 4, before an Admin PIN can be created by following
instructions below.
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Instruction

Led activity

1. Press the button twice
holding for 3 seconds on the 2™ press

Red and Green will blink once then
remain lit

2. Enter a new Admin PIN

Red and Green illuminated

3. Press button

Red and Green double blink

4. Re-enter new Admin PIN

Red and Green continue to double
blink

5. Press button

Green double blink if 1**and 2"¢entries
match Red and Green blink alternately
if PIN entry error If Red and Green
LEDs blink alternately, restart from
step 1

Figure 1 shows the green blinking characteristics when the drive is opened in User mode

versus Admin mode.

~On

Single blink ‘

Double blink

Off

Off

Off ‘ Off

Figure 1: User Mode single blink LED output compared to Admin Mode double blink
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Figure 2 shows the difference between pressing button to set the User PIN vs setting the
Admin PIN.

3 seconds
User
3 seconds
Administrator
<>

1/4 sec

Figure 2: Key entry for User/Admin mode selection

7.How to unlock with ADMIN PIN

CAUTION
Entering the Admin PIN to unlock the drive will reset the User PIN. A

new User PIN MUST be created immediately once the drive has been
unlocked using the Admin PIN.

Instruction Led activity

1. Press the ( button twice in Red and Green will double blink
succession (similar to double-clicking | together (figure 1, on page 24)
a mouse)

2. Enter the Admin PIN Red and Green will continue to blink
together
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3. Press button Green will double blink if admin
entered correct PIN Red will blink if
incorrect PIN was entered If Red and
Green LEDs blink alternately, restart
from step #1

4. Insert iStorage datashur into USB Green LED will illuminate in constant
port within 30 seconds state Blue will illuminate and flicker
Note:

Green LED will blink for 30 seconds, within which time the drive needs to be connected to the
USB port, if no connection is detected within 30 seconds, the drive will lock and you will need
to start the process of unlocking again.

8. How to change ADMIN PIN

CAUTION
Changing the Admin PIN will reset the User PIN. A new User PIN

MUST be created immediately once the Admin PIN has been
changed.

PIN requirements:

« Must be between 7-15 digits in length

« Must not contain repeating numbers/letters, e.g., (3-3-3-3-3-3-3)

« Must not contain sequential numbers/letters, e.g., (1-2-3-4-5-6-7),
(7-8-9-0-1-2-3-4-5-6), (7-6-5-4-3-2-1)

Once an Admin PIN has been created, the datashur needs to be unlocked by
the administrator in order to change the Admin PIN. The Admin PIN cannot be
changed from user mode.
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Instruction

Led activity

1. Press the button twice in
succession (similar to double-clicking
a mouse)

Red and Green will double blink
together (figure 2, on page 25)

2. Enter Admin PIN

Red and Green illuminated

3. Press button

Green will double blink if admin
entered correct PIN.

Red will blink if incorrect PIN was
entered

4. Press the button twice holding
for 3 seconds on the 2" press

Red and Green will remain lit

5. Release button

Red and Green will blink twice then
remain lit

6. Enter desired Admin PIN

Red and Green illuminated

7. Press button

Red and Green double blink

8. Re-enter new Admin PIN

Red and Green continue to double
blink

9. Press button

Green double blink if 1**and 2
entries match.

Red and Green blink alternately if PIN
entry error.

If Red and Green LEDs blink
alternately, restart from Step #4
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9. How to «Reset» the Drive

In case both Admin and User PINs have been forgotten or if you would like to
delete all data stored on the drive and create new User and Admin PINs, follow the
instructions below. The reset process will clear all PINs and encryption keys. This
means a new User PIN will have to be defined in order to re-enable the drive. Also,
since this will force the creation of a new encryption key, the drive will have to be

reformatted.

CAUTION

Resetting the datashur will make all data on the drive inaccessible
forever.

Instruction

Led activity

1. Press the button twice with
a two seconds pause in between to
wake the drive

Red blink

2. Press and hold & «2» buttons
together for three seconds

Red and Green will illuminate
together

3. Release buttons

Red and Green blink in unison

4. Enter «9-9-9»

Red and Green blink in unison

5. Press button

Both LEDs will turn off

6. Press button again

Red lit in constant state

(Indicates User PIN must be set prior
to use,

see 3. «<How to create a new User PIN»)
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Frequently asked questions

1. How to unlock drive if battery is dead
Your iStorage datashur is supplied with a built-in rechargeable battery. If the battery is fully
discharged, you may still continue to use the product by following the instructions below:

1. Connect the iStorage datashur to a USB port on any computer

2. While the datashur is connected to the computer, enter the User or Admin PIN to unlock
the drive

3. Whilst connected to the USB port, the internal battery will automatically charge. We
recommend you keep the drive connected for 1 hour to fully charge the battery.

2. Forgotten your PIN

If you forget the User and Admin PINs, there is absolutely no way of gaining access to the
data stored on the drive, there are no backdoors into the drive. You may continue to re-use
the iStorage datashur by resetting it, however by doing so all data stored on the drive will be
inaccessible.

To reset the iStorage flash drive, follow instructions under heading 9. Once that is done, the
following occurs:

+ A new encryption key is created

+The User and Admin PINs are deleted

« All existing data is no longer accessible
+ A new User PIN must be set

« Drive must be reformatted

3. Brute Force Hack Defence Mechanism
After 10 consecutive incorrect PIN attempts, the following occurs:

+ A new encryption key is created

+The User and Admin PINs are deleted

« All existing data is no longer accessible

«+ A new User PIN must be set

« Drive must be reformatted
The iStorage datashur, unlike other similar drives, is preloaded with an unlimited number
of randomly generated encryption keys. Each time hacking is detected (i.e., the wrong PIN is
entered a total of 10 consecutive times), the current encryption key is deleted causing the unit to
randomly generate a new encryption key. The new 256-bit encryption key is created once a User

PIN is successfully set. Because of this, the iStorage datashur will have to be formatted after each
time the defence mechanism is triggered.
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